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LETTER OF INSTRUCTION

FOR

PREPARATION OF TECHNICAL GUIDES

Effective 19 June 2002

1.
PURPOSE.  This Letter of Instruction (LOI) specifies the responsibility for preparing Technical Guides (TG), and describes the procedures to modify, propose, develop, and complete a TG.

2.
REFERENCES. 


a.
U.S. Army Information Systems Engineering Command (USAISEC),         AMSEL-IE-CO, Policy Memorandum No. 02-2, Technical Integration and Synchronization, 5 February 2002.


b.
USAISEC, AMSEL-IE-TD, LOI for Technical Integration and Synchronization,       1 June 2000.

3.
BACKGROUND.  Policy Memorandum No. 02-2, reference 2a, requires all USAISEC systems engineers (SE):  "ensure that any products they develop for assigned programs and projects adhere to established USAISEC architectural requirements as described in the USAISEC TGs and are fully synchronized and integrated with systems now fielded, as well as those undergoing implementation." The LOI for Technical Integration and Synchronization, reference 2b, provides clarification for Policy Memorandum No. 02-2 and defines the "ISEC architectural standards" to be the USAISEC TGs.  

___________________________________________

Supersedes LOI for Preparation of Technical Guides

12 May 2001
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4.
SCOPE.  This LOI applies to all TGs prepared within USAISEC.  Refer to Appendix A for Guidelines for Preparing TGs, Appendix B for Instructions for Preparing the TG Checklist, Appendix C for Guidelines for Preparing Future Technology (FT) Views, and Appendix D for the TG format.

5.
GENERAL GUIDANCE.  


a.
The TGs may take the form of design guidance, tutorials, implementation guidance, procedural guidance, or other forms as long as they satisfy the need of clearly providing adequate technical guidance in the required subject area to the USAISEC community.  The TGs will be designed for World Wide Web (WWW) display using hyperlinks to required references and will be provided in Microsoft (MS) Word format to the USAISEC Technical Guidance Webmaster. The USAISEC Technical Guidance homepage is at:  https://www.isec-sig.army.mil/isectech/index.cfm.  Where possible, the TGs will follow the outline shown in Appendix A, and the TG format provided at Appendix D.


b.
Each TG should be a stand-alone document, and take a big-to-small (general-to-specific) approach in its description.  Each TG should give examples from existing system(s), where possible.


c.
The TG is a living document that evolves and changes over time.  Whenever the Department of Defense (DoD) architectural criteria, international standards, U.S. Government mandates, or U.S. Army guidance changes, an update is required.  Likewise, when a better example or technology insertion is desired, updates are required.


d.
Security considerations interconnect many of the TGs.  Although there is a Security TG, each Guide must include consideration of security where it is suitable within the Guide.  Hyperlinks may be made to the Security TG, as appropriate.


e.
Each TG will contain the following information:



(1)
Name of the responsible critical skills expert (CSE) or common skill holder (CSH), contact information, and the publishing date.



(2)
Indication of draft status.  If in a draft form, the word “DRAFT” will appear on the front cover with no “supersedes” line.  If in a final form, a “supersedes” line will appear at the bottom of the front cover showing the prior version is outdated.  An example is:

“Supersedes Technical Guide, January 2000.”
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(3)
A Technical Guidance Checklist, which summarizes the important parts of the Guide and provides the actual criteria to use in evaluating the systems (see Appendix B).  The Checklist is typically originated by the CSE/CSH in the Product Review Database (PRD) to enable Policy Memorandum No. 02-2 reviews. 

6.
RESPONSIBILITIES.


a.
The USAISEC Technical Director (TD).  The USAISEC TD is the appellate authority for unsolved or contested issues about the USAISEC TGs and will:



(1)
Identify the need for additional TGs to the USAISEC Directors/Commander and to the USAISEC/Infrastructure Systems Engineering Directorate (ISED), Synchronization and Integration Group (S&IG).



(2)
Assign responsibility for creation and upkeep of USAISEC TGs to USAISEC Directors, and resolve organizational issues about content, format, presentation, and distribution of TGs.



(3)
Authenticate the approval of each new or revised TG by signing a paper (hard) copy.  A replica of that hard copy will be placed on the Technical Web-site.


b.
The USAISEC Directors.  The USAISEC Directors have been appointed as having critical skills for specific and common areas of information technology.   Along with these critical skills and about the TGs, USAISEC Directors have responsibility to: 



(1)
Identify the need for additional TGs, whether inside or outside their skill area.



(2)
Identify the intent to produce additional TGs through the USAISEC Configuration Control Board (CCB).



(3)
Create and maintain assigned TGs.  Responsibility for TGs is assigned to the directorate that has the CSE/CSH position matching the subject of the TGs.




(4)
Ensure two peer reviews are conducted for their assigned TGs with reviewers being drawn from other USAISEC organizations, and that directorate representatives participate in peer reviews to validate the technical accuracy and adequacy of TGs produced in other USAISEC organizations.



(5)
Ensure that the TG has been thoroughly reviewed and meets the highest quality standards, reflecting a professional USAISEC product suitable for wide distribution.  Provide written certification of approval to S&IG of technical accuracy and format.
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(6)
Provide an electronic copy of the document in MS Word to S&IG, following peer reviews.


c.
The USAISEC/ISED S&IG.  The USAISEC TD has appointed the S&IG as the agent to manage the USAISEC TGs and is delegated the following responsibilities: 



(1)
Act as the point of contact (POC) to manage all TG issues that need TD decisions.



(2)
Perform an editorial review of the TGs for consistency in format and compliance to DoD, Department of Army (DA), Government Printing Office (GPO) Style Manual, and USAISEC policy memorandums, LOIs, regulations, and standards.



(3)
Create and support an on-line repository of commonly used reference documentation.



(4)
Conduct periodic reviews to ensure that the CSEs/CSHs keep all TGs up-to-date. 



(5)
Support the Web-site for USAISEC TGs with links to the TGs supported by the directorates.



(6)
Protect the TGs by restricting access to those users with “.mil” address or other appropriate users with an identification and password.



(7)
Provide help to the CSEs/CSHs in accomplishing peer review.



(8)
Coordinate all Army Systems Engineer Office (ASEO) reviews of the TGs.

7.
PROCEDURES.


a.
Proposing new TGs and modifying or deleting existing TGs.



(1)
Proposals for new TGs, or proposals for deletion of TGs, will be resolved by the USAISEC CCB.



(2)
Minor changes to the TGs, not needing a formal peer review, will still be sent to the ASEO to ensure the change does not affect their approval.  The S&IG will coordinate this process. 



(3)
The S&IG, as the single POC for all TGs, must be notified of all major proposals concerning the TGs.
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(4)
The USAISEC TD has final resolution responsibility on TG proposals.  Specifically, the TD will assign responsibility for the development and upkeep of each TG.


b.
To finalize or modify a TG, the responsible USAISEC organization will:



(1)
Develop the new or modified TG in draft form in MS Word, in the approved USAISEC TG format.



(2)
Conduct two peer reviews of the draft TG.  All USAISEC organizations, to include the S&IG, should be given the opportunity to participate in the peer review.  



(3)
Develop a final version of the TG, considering all comments provided on the final draft. The TG, along with staffing page (responsible Director’s signature and the skill holder’s signature) and the ASEO approval will be included on the Technical Web-site as part of each TG. 


c.
The USAISEC TD will resolve any unsettled issues based upon these reviews.

8.
PROPONENTS.  The POC for the TG review process is Mr. Ronald Corry, USAISEC, ISED, AMSEL-IE-IS, corryr@hqisec.army.mil, 520-538-3173/DSN 879-3173.  The POC for technical policy is Mr. Joseph Tuggle, USAISEC, ISED, AMSEL-IE-IS, tugglej@hqisec.army.mil, 520-538-6749/DSN 821-6749.


/ / /  signed / / /


FRANK D. JENIA, Ph.D.


Deputy/Technical Director

DISTRIBUTION:

AMSEL-IE-IS
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AMSEL-IE-TS
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CF:
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AMSEL-IE-XO

APPENDIX A.  GUIDELINES FOR PREPARING TECHNICAL GUIDES

A-1.0  Overall Document Goals

The TG is meant to be a simple, easy-to-understand document.  From the TG, commanders and senior supervisory personnel can receive an overview of integral system components and identify the need for integration and synchronization in systems design and fielding.  By inserting illustrations, examples, and lists of references, the document goals of simplicity and a broad-brush reference can be achieved.  The CSE/CSH should describe the most common technical situations we will encounter, along with the possible approaches/solutions to those situations.  The TG should contain all the information necessary to evaluate whether or not a system meets architectural standards and guidance, and synchronization and integration requirements.  

A-2.0  Document Constraints

Although there is no size limitation, the TG should be as brief as practical for the subject.  It should be clear and concise, but have sufficient detail to provide instruction and guidance and at least one solid example for the subject area.  Backup material is given in appendices or attachments. 

A-3.0  Technical guide Document Organization

Paragraphs 1.0 through 4.0 below provide instructions/explanations to help follow the outline for the TG.  See Appendix D for TG example.

1.0
INTRODUCTION

1.1
Purpose  

Why, and for whom, are we doing this?

1.2
Background 

Provide a brief overview of the subject area.  Describe any pertinent history, along with its significance, an engineer needs to know.

1.3
Goal  

Where do we want to go?  What do we want this document to do?

1.4
Scope 

What are we talking about?  What does it look like?  Topology?

1.5
Supporting Appendices or Attachments


a.
Mention all appendices and attachments here in the order they are presented.  Appendix A is always the Technical Guidance Checklist. 


b.
Appendices are used to supplement or support information or positions expressed in the body of the report.  An appendix contains information of longer passages of text (1-3 manuscript pages) in the back of a publication that further explains or supplements a subject covered in the body.  Types of materials are:  lists (checklists, lists of codes); extracts from other publications; memorandums of agreement; or instructions for carrying out a procedure prescribed in the body.  All appendices must be identified in the text as they occur.  Refer to each one by ascending letter:  Appendix A, B, C.


c.
Attachments, if used, are supporting stand-alone documents, e.g., a System Threat Assessment Report (STAR) as part of a System Security Authorization and Agreement (SSAA).  All attachments must be identified in the text as they occur.  Refer to each one by ascending number:  Attachment 1, 2, 3.


d.
Other related information may be included as an appendix or attachment at the author’s discretion.


e.
Glossary.  Acronyms, abbreviations, and terms are defined at the point of use.  A complete listing is provided in the Glossary appendix.  (Author may choose to use “Mark Index Entry” function (under Insert, Index and Tables) within the document to prepare the Glossary, or at a minimum, provide the acronym/abbreviation meaning.)  The Technical Editor will finalize the Glossary.  

2.0
FORMAL STANDARDS AND TECHNICAL GUIDANCE

Executive, DoD, and U.S. Army guidance, combined with official or formal standardization procedures from recognized national or international bodies defines the U.S. Army Command, Control, Communications, and Computers (C4)/Information Technology (IT) operating environment.  This technological operating environment provides interoperability through consistency and compatibility of components and vendor products.  To work effectively in the C4/IT environment, SEs and integrators must ask the following questions:  (1)  where are they?  (2) which ones apply to this subject?

2.1
Standards

Standards are product specifications, which have been adopted by accredited bodies/organizations.  Usually, this reference is made to national and international standards bodies; however, government or industry, or simply DeFacto, may produce standards.  The following paragraphs provide examples of national, international, U.S. Government, industry, and DeFacto standards. 

2.1.1  National and International Standards  

Among the more common standards bodies are the American National Standards Institute (ANSI), International Telegraph and Telephone Consultative Committee (CCITT), International Organization for Standardization (ISO), and the Institute of Electrical and Electronics Engineers (IEEE).  Each organization creates a so-called “family of standards” which permeate the entire C4/IT world and deeply influence all U.S. Army information system engineering and integration work.  Examples of these organizations’ contributions are:

· ANSI X3B11:  Governs the physical, optical, and recording interchange format 5.25-inch optical disk drives

· ANSI x.12:  Defines Electronic Data Interchange (EDI) for the United States

· ISO 9735:  Defines EDI for Administration, Commerce, and Transport (EDIFACT) and is related to ANSI.x.12

· ISO 8571:  Provides specifications for File Transfer, Access, and Management (FTAM)

CCITT x.25:  Defines the data communications interface connections on packet-switched networks

· CCITT x.400:  Establishes the standard formats for message-oriented information interchange

· IEEE 802.X:  This series contains a family of data communications standards for local area network (LAN) and wide area network (WAN) design, e.g., Ethernet (IEEE 802.3), Token-bus (IEEE 802.4), Token-ring (IEEE 802.5), Metropolitan Area Networks (IEEE 802.6), Broadband LANs (BLAN) (IEEE 802.7), Fiber-optic LANs (IEEE 802.8), Integrated Services Digital Network (ISDN) (IEEE) 802.9), and Wireless LANs (IEEE 802.11), etc.

2.1.2  U.S. Government Standards

Such standards usually begin as specifications intended for government purposes with no power of enforcement outside of government agencies.  However, when these specifications are developed and promulgated as conditions of government contracts (considering the size of government as a customer), they usually lead to DeFacto standards, e.g., transmission control protocol (TCP)/Internet protocol (IP) (see definitions below).  Other government standards are granted official status by accredited standards bodies, and likewise some standards are granted federal standards status, e.g., Standard Generalized Markup Language (SGML).

· TCP/IP:  A set of network protocols developed under the auspices of DoD but implemented and widely used outside of the government.

· SGML:  The SGML (ISO 8879) is both an ISO standard and a Federal Information Processing Standard (FIPS).

· Government Open System Interconnect Profile (GOSIP):  A standard to guide the government’s procurement of communications and computer technology.

2.1.3  Industry Standards

Often in industry, proprietary specifications driven by short-term profits become common practice.  At other times, the market directions indicate that short-term profits will lead to long-term disaster for all.  At this point, members of industry come together to create or improve an industry practice for the common good.  The product is an industry standard.  Probably the most visible example of this in recent years is the High Sierra Standard developed for optical disk technology.  This standard was later expanded and granted international standards status as ISO 9660.

· High Sierra:  The original industry file structure standard that had provisions to allow a computer to read information written in a file structure different from the operating system (OS) it is running.

· ISO 9660:  Describes the file structure for putting computer files on a compact disc.  The standard shifts the interface burden from the user to the software developers.  Developers of OSs must write a software extension to information on an optical disk to be read by their OS.

2.1.4  DeFacto Standards

These initiatives are normally born of proprietary motivation, but survive because of their unique suitability to resolve a technical issue.  The technology community will use these initiatives out of need, and when the need becomes great enough and widespread enough, the initiatives become a DeFacto standard.  Along with earlier references to TCP/IP and GOSIP as DeFacto standards, other good examples are Microsoft’s Disk Operating System (MS-DOS), International Business Machine’s (IBM) Systems Application Architecture (SAA), and Adobe’s Postscript, defined as:

· MS-DOS:  A non-graphical line-oriented command-driven OS.

· SAA:  A strategy for enterprise computing which describes the relationship between three layers of services:  Common User Access, Common Programming Interface, and Common Communications Support.

· Postscript:  A computer language that describes the appearance of a page, including elements such as text, graphics, and scanned images, to a printer or other output device.

2.2
Guidance

2.2.1  Statutes and Executive Orders (EO)

These are “top down” requirements imposed by public law or non-DoD federal agencies through the Commander-in-Chief.  Some examples are:

· Public Law (PL) 104-104, subject:  Telecommunication Act of 1996

· PL 104-106, Division E, Clinger-Cohen Act, subject:  Information Technology Management Reform Act of 1996

· EO 12845, Energy Star Compliant Products, 21 April 1993

· EO 13011, Federal Information Technology, 16 July 1996

2.2.2  DoD

This is secretariat level technical guidance promulgated through documents such as:  Defense Information Infrastructure (DII) Common Operating Environment (COE); Chairman, Joint Chiefs of Staff (JCS) Instructions; DoD Instructions (DoDI); DoD Directives (DoDD); or Defense Information Systems Agency (DISA).

2.2.3  U.S. Army 

This is secretariat level technical guidance promulgated through documents such as:  Joint Technical Architecture–Army (JTA-A); the Army Enterprise Architecture Framework document, and guidance documents from Director of Information Systems for Command, Control, Communications, and Computers (DISC4).

3.0
COMMON PRACTICES

Describe the most common technical situations an engineer will meet, along with the possible approaches/solutions to those situations.

4.0
USAISEC GUIDANCE AND ENGINEERING EXAMPLES

· Give overview of USAISEC guidance

· Provide examples of the engineering for a specific system segment

· Explain how/why DoD architecture and U.S. Army guidance apply

· Describe how this example is reusable in another situation

APPENDIX B.  INSTRUCTIONS FOR PREPARING 

technical GUIDANCE CHECKLIST

B-1.0  Purpose of Checklist

· Provides Policy Memorandum No. 02-2 reviews of USAISEC products  

· Ensures consistent, high quality reviews

· Affords a tool/guide for backup CSEs/CSHs to review products

· Provides a tool for SEs to use in pre-reviewing their products

· Ties requirements into explanations/expansions in the TGs, and ties requirements into actual standards 

The following page is an example with specific notes to prepare the Checklist.  

TECHNICAL GUIDANCE CHECKLIST 

FOR 

(TITLE)

	Item
	Compliance

 Y    N    N/A  

Not addressed
	TG Paragraph
	Standard and Section
	Requirement
	Comments

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


B-2.0 Notes for Checklist Preparation

· Prepare Checklist in Landscape View

· Column 1, Item:   Insert the identification (ID) number (typically generated by PRD).

· Column 2, Compliance:  Indicate the result by Yes (Y), No (N), N/A (not applicable) or Not Addressed.

· Column 3, TG Paragraph:  Reference the paragraph within the TG that describes this requirement.

· Column 4, Standard and Section:  Identify the standard and section of the standard from which the requirement/question originated.  The CSE/CSH may declare the requirement an “ISEC Best Practice” and not link it directly to a standard.

· Column 5, Requirement:  Insert the requirement/question to be satisfied.

· Column 6, Comments:  Insert reviewer’s comment.

APPENDIX C.  GUIDELINES FOR PREPARING 

FUTURE TECHNOLOGY VIEWS

C-1.0  Scope  

This appendix applies to USAISEC FT Views.  The general guidance, responsibilities, and procedures for the USAISEC TGs are generally applicable to the FT Views.  These views have a different purpose and format than the TGs.

C-2.0  Purpose

The FT Views provide the SE with a description of where applicable information system technology is moving in the future and the resultant affect upon planning and design today.

C-3.0  FT View Section Outline

An FT Views cover sheet, distribution/disclaimer instructions, and suggested outline for the FT Views follow.  Guidelines for the FT Views format are:

· Definition - definition of the subject area

· Discussion - general discussion of the subject area to include assumptions and constraints

· Baseline - where the U.S. Army is today with this technology

· Industry Trends - where industry is headed

· FT directions for the U.S. Army - based upon industry trends, what do we see as the future direction for the U.S. Army 

· Guidance: 

Advantages for implementing this technology

Disadvantages for implementing this technology

Pitfalls to avoid

How to introduce this technology

Where this technology fits with the DoD and U.S. Army technical architectures
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