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14 June 2002

LETTER OF INSTRUCTION

FOR

TECHNICAL INTEGRATION AND SYNCHRONIZATION

Effective 19 June 2002

1.
PURPOSE.  This Letter of Instruction (LOI) provides instructions to implement Policy Memorandum 02-2, U.S. Army Information Systems Engineering Command (USAISEC) (reference 2g).  

2.
REFERENCES.  


a.
 Department of Defense (DoD) Architecture Framework, Version 2.0, 18 December 1997


b.
DoD Joint Technical Architecture (JTA), Version 5.0, 7 February 2002


c.
Army Enterprise Architecture (AEA):  Master Plan; Volume I, Strategy,                   30 September 1997, and Volume II, Program Plan (Version 1.0), 25 June 1995


d.
AEA Guidance Document (AEAGD), Version 1.1, 23 December 1998


e.
JTA - Army (JTA-A), Version 6.0, 8 May 2000


f.
USAISEC, AMSEL-IE-CO, Policy Memorandum 02-1, Information Systems Engineering Policy, 5 February 2002


g.
USAISEC, AMSEL-IE-CO, Policy Memorandum 02-2, Technical Integration and Synchronization, 5 February 2002

___________________________________

Supersedes LOI for Technical Integration

and Synchronization, 1 June 2000
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h.
USAISEC Technical Guides (TG) and associated checklists, latest publications, (see publications/technical guidance at Universal Resource Locator (URL):   http://www.hqisec.army.mil/)

3.
BACKGROUND.


a.
Different U.S. Army and DoD activities are developing and implementing programs/projects at U.S. Army installations from information systems and infrastructures designed in an uncoordinated and non-integrated manner.


b.
The lack of coordination/integration could lead to duplicative work, interface problems, adverse impact on operational units, installation Director of Information Management (DOIM) operations, and millions of dollars per year spent needlessly.


c.
The USAISEC Commander issued the policy of reference 2g to achieve USAISEC engineered solutions that are integrated, synchronized, and interoperable.


d.
USAISEC has developed multiple TGs, reference 2h, which serve as USAISEC architectural criteria.  These TGs are based, in part, upon the JTA-A, reference 2e.

4.
SCOPE.  This LOI provides instructions to implement reference 2g concerning all USAISEC engineered systems, programs, projects, and products.  Appendix A contains an illustration of the critical skill review process.  Appendix B provides recommended wording for a Request for Proposal (RFP).  Appendix C provides guidance on support of technical integration and synchronization demonstrations.

5.
GUIDANCE.


a.
All USAISEC engineered products developed to support programs and projects shall adhere to the architectural criteria established by reference 2g.  The USAISEC engineered products developed to support programs and projects shall be fully synchronized and integrated with systems fielded, and those undergoing development.  To ensure this goal is met, lead engineers (LE) are responsible for coordinating an early project review (EPR) with the USAISEC Synchronization and Integration Group (S&IG) after the first design concept has been developed.  Additionally, LEs will submit their individual products to the S&IG before the final design approval process with the customer.  The S&IG will coordinate the EPR and the final product review.  
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b.
USAISEC engineering organizations may accelerate the final product review process by submitting a “template” for review.  A template is an engineering design that can be instantiated multiple times; it must clearly specify the design, architecture, and standards followed, and the expected interface information.  The acceptance of a template will then serve to validate the design of projects/products that follow the template without deviation.  Use of a template is most applicable to small/simple projects or multiple installations of a particular design.  Each template must be clearly identified as such, to include the scope of projects/products that are planned to follow the template.  A template will be given to the S&IG for review, according to the technical review process.


c.
The Technology Integration Center (TIC) laboratories and/or the Transmission Systems Directorate’s (TSD) Transmissions Systems Engineering Evaluation Facility (TSEEF) shall be used to demonstrate functionality, integration, and standards/architectural conformance, unless waived by the LE’s director.  Modeling and simulation are preferred analytical techniques for refining system designs and surfacing performance problems.


d.
All contract Statements of Work (SOW) shall cite the appropriate architectural criteria as recommended by Appendix B 

6.
RESPONSIBILITIES.


a.
The Commander, USAISEC will provide resources to implement the policy of reference 2g.


b.
The USAISEC Technical Director (TD) will:



(1)
Provide final USAISEC concurrence, based upon information from the critical skill experts (CSE), the S&IG, and Director, Infrastructure Systems Engineering Directorate (ISED), that engineered systems, programs, projects, and products comply with reference 2h.



(2)
Work with senior level technical and programmatic management to resolve conflicts that may arise concerning the critical skill review process, and/or recommended engineering solutions and implementation plans.



(3)
Arbitrate directorate asset assignments for timely support of reference 2g.


c.
The Director, ISED will:



(1)
Review recommendations of the S&IG and coordinate with the USAISEC TD.

AMSEL-IE-TD

Letter of Instruction for Technical Integration and Synchronization



(2)
Provide technical assistance to the USAISEC TD regarding systems architecture, interoperability, synchronization, and integration issues.



(3)
Resolve synchronization, integration, and interoperability issues with other USAISEC directors.


d.
The Director, TIC will:



(1)
Provide facilities and assistance required to demonstrate functionality, integration, and standards/architectural conformance.



(2)
Keep a TIC master demonstration schedule.



(3)
Ensure Digital Integration Lab (DIL) connectivity and expertise within the TIC.


e.
The Director, TSD will provide:



(1)
The TSEEF for performance evaluation of USAISEC supported telecommunication systems projects.



(2)
A transmissions systems facility capability that can verify DoD, Defense Information Systems Agency (DISA), national/international standards compliance, AEA, JTA, and JTA-A criteria conformance, and demonstrate system interoperability and functionality,



(3)
Appropriate expertise required to oversee transmission systems evaluations.



(4)
A point of contact (POC) to schedule hardware/software transmission system testing.


f.
The Director, Mission Support Directorate (MSD) will:



(1)
Allocate USAISEC budget resources required to implement reference 2g.



(2)
Notify the ISED, TSD, and TIC directors of assignments or significant change of engineering tasks for inclusion in the technical review and demonstration schedules.



(3)
Ensure appropriate synchronization/integration related information is in the USAISEC Command Information System (CIS).
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(4)
Ensure that criteria established by reference 2h are cited in appropriate contract documents.


g.
USAISEC directors and subordinate commanders will: 



(1)
Ensure assigned engineers are familiar with and follow the guidance provided in this document.



(2)
Develop requirements and technical guidance related to their critical skill areas.



(3)
Resolve pending project/product synchronization, integration, and interoperability issues with Director, ISED.



(4)
Ensure that critical skill product reviews (described in paragraph 7) are performed in a timely and quality manner for critical skill areas assigned to their organization.



(5)
Ensure that the critical skill holders (CSH) assigned to their organization attend scheduled EPRs when requested by the S&IG.



(6)
Grant waivers for systems demonstrations using the TIC and/or TSEEF.



(7)
Ensure the CSHs assigned to their organizations are familiar with the automated product review tools and possess the knowledge to insert review comments.


h.
The S&IG will:



(1)
Develop and publicize USAISEC technical architectural, synchronization, integration, and interoperability guidance.  



(2)
Provide consultation services related to technical architecture, synchronization, integration, and interoperability issues.



(3)
Provide and oversee a World Wide Web (WWW) enabled product review database (PRD) or other knowledge management (KM) tools, e.g., a publisher to automate the USAISEC product review process.



(4)
Set up, invite appropriate CSHs, and lead the EPRs when the LEs have notified the S&IG of the EPR need.

AMSEL-IE-TD

SUBJECT:  Letter of Instruction for Technical Integration and Synchronization



(5)
Coordinate a final technical review for each USAISEC engineering product (described in paragraph 7d) and publish a report of findings and resolutions, using the Web-enabled PRD or other prescribed KM tool.



(6)
Provide review reports to the responsible LEs and their directors, Director ISED, and USAISEC TD, as appropriate.



(7)
Develop and oversee a technical guidance Web-site that provides ready access to the PRD/KM tools, architecture and technical synchronization, and integration data and information.



(8)
Provide information to the project demonstration and migration plans. 


i.
The LEs will:



(1)
Notify the S&IG and present the design at the EPR, after they have developed the preliminary design concept for a project.



(2)
Ensure that any products they develop for assigned programs/projects:



(a)
Adhere to established JTA, JTA-A, AEA, USAISEC architectural criteria and other appropriate design criteria, and 



(b)
Synchronize and integrate fully with systems fielded and those undergoing implementation.



(3)
Provide engineering products along with project documentation and details to the S&IG for critical skill product reviews before delivery to their customer. 



(4)
Prepare strategies showing how the engineering product will conform to guidance, standards, and architectures, based upon technical review reports received from the S&IG.



(5)
Cite appropriate criteria in the contract SOWs using recommended wording contained in Appendix B. 



(6)
Arrange for a system demonstration or apply for waiver from the director responsible for the project (see paragraph 6 of reference 2g).
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(7)
Develop demonstration plan and coordinate scheduling with the TIC and/or TSEEF.  



(8)
Provide resources for the demonstration.

7.
PROCEDURES.


a.
See Policy Memorandum 02-1 (reference 2f) for command guidance in executing the U.S. Army systems engineering mission.


b.
See Policy Memorandum 02-2 (reference 2g) for a description of the USAISEC approach to accomplishing information technology integration.


c.
EPRs.  At the beginning of each project, an EPR will be conducted to present the conceptual phase of the design process:



(1)
LE develops preliminary design concept and notifies the S&IG.



(2)
S&IG sets up EPR, schedules a meeting room, and invites appropriate CSEs to the review session.



(3)
LE develops a simple presentation that shows design concept and presents design concept at review.



(4)
The S&IG will lead the review session and document all significant issues about design and architectural criteria.  The chairperson will elevate unsolved issues to the appropriate technical management element for final resolution.  Issues from this review will be considered in subsequent reviews of this project.



(5)
The S&IG formalizes notes and coordinates for concurrence.  


d.
Final Project Reviews.  Table 1 shows the approved step-by-step procedures and work hours involved to accomplish this process.  Item numbers are linked to the steps in Figure A-1, Critical Skill Review Process. 
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Table 1.  Critical Skill Review Process

	Item No.

(in Figure A-1) 
	Responsible Individual
	Action
	Time Required

(work hours)

	1
	LE
	USAISEC developed engineering products are provided to the S&IG, Integration Team, as required by Policy Memorandum 02-2.
	No less than 160 work hours before agreed upon delivery suspense 

	2
	ITL
	ITL evaluates the product to determine if an integration review is needed.
	4

	3a
	ITL
	ITL’s assessment of the product and its intended use determine that a Policy Memorandum 02-2 review is not required.  ITL advises the LE.
	4

	3b
	ITL
	ITL’s assessment of the product and its intended use determine that a Policy Memorandum 02-2 review is required.  The ITL assigns the review to an IE.
	4

	4
	IE
	IE reviews the product and determines the magnitude of work, the condition of the document, and which critical skill areas are appropriate for an adequate technical review.
	4

	5
	IE
	IE establishes a schedule for the review of the document.
	4

	6
	IE
	IE designates the appropriate CSE(s)/CSH(s) with technical review of the document, along with review schedule.
	4

	7
	CSE/CSH
	Each reviewer analyzes the project documents for technical adequacy, architectural compliance, and adherence to common practice.  Findings are returned to the IE.
	80

	8a
	IE
	When the IE receives the findings from each CSE, those findings, in “raw” data form, are forwarded to the LE.
	4

	8b
	IE
	Concurrent with item 8a, the IE uses that “raw” data and starts development of the preliminary (draft) report on the review of the document.
	4

	9a
	LE
	LE incorporates the comments into the document that has been reviewed.
	20

	9b
	IE/LE/CSEs
	If the LE does not agree with some or all the “raw” data that is provided, the LE notifies the IE of the discrepancy, and the IE schedules a meeting to discuss the differences.  The LE and CSE, with the IE leading, attend this meeting.
	20

	10
	LE
	LE completes the product that has been reviewed (if necessary, using the outcome of any meetings held with CSEs  (9b above)).
	12

	11
	LE
	LE sends the completed product to the customer.
	8
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Table 1.  Critical Skill Review Process (continued)

	Item No.

(in Figure A-1) 
	Responsible Individual
	Action
	Time Required

(work hours)

	12
	IE/LE
	If unresolved issues remain after the meeting between the LE and CSE (9b above), the IE schedules another meeting to address these problems.   The LE, LE’s Director, IE, and IE’s Director, attend this meeting.  The IE leads the meeting.
	8

	13
	IE
	If unresolved issues remain after the meeting in (12) above, the IE presents the discrepancy to the USAISEC TD for final resolution.
	8

	14
	IE
	When all issues are resolved between the LE and CSEs (9a, 9b, 12, or 13 above), the IE incorporates all the findings from all the CSEs into a final report, and publishes/sends it to the LE, with a copy furnished to the ITL.  The final report contains four sections: 

Section 1 is the introduction and general or historical section

Section 2 contains all the findings submitted by the CSEs, addresses any additional discussions, lists all the recommendations contained in the report, states whether the report recommendations were accepted and acted upon or rejected by the LE

Section 3 provides summary table

Section 4 contains any checklists
	4



e.
Expedited Project Reviews.  When an extenuating circumstance arises, e.g., the urgent needs of a customer necessitate a completed project review in less time than allowed in Table 1, the following procedures apply.  When the S&IG receives a request from the LE (usually a directorate-level written request) of a requirement for an expedited review, the ITL will assign an IE to organize and manage the expedited project review process.  The goal of expediting the review is to resolve all relevant issues within 72 hours.  The IE will:



(1)
Review the project documents to determine the minimum critical skill areas required for the review.



(2)
Identify and schedule a meeting room suitable for a working group type meeting, with the CSEs identified, LE, and IE as the primary attendees.



(3)
Notify and invite the designated CSEs for an expedited review work session. 
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(4)
Notify and advise the LE of the pending review and possibility of providing a brief project overview, answering project questions, and negotiating issues raised by the reviewing body.


f.
Interoperability/Performance/Sustainment Demonstrations:  See Appendix C for guidance on support of technical integration and synchronization demonstrations.


g.
Contract Statements:  See JTA-A, reference 2e.



(1)
The USAISEC MSD will ensure that all USAISEC procurement documents cite the appropriate reference for DoD, DISA, and U.S. Army architectural compliance.



(2)
 The wording in procurement documents shall be similar to that provided in Appendix B.

8.
PROPONENT.  The POC for technical policy is Mr. Joseph Tuggle, USAISEC, ISED,         AMSEL-IE-IS, tugglej@hqisec.army.mil, 538-6749/DSN 821-6749.


 / / / signed / / /


FRANK D. JENIA, Ph.D.


Deputy/Technical Director

DISTRIBUTION:

AMSEL-IE-IS

AMSEL-IE-TI

AMSEL-IE-TS

AMSEL-IE-FP

AMSEL-IE-MS

AMSEL-IE-IA

AMSEL-IE-SP

AMSEL-IE-LE

AMSEL-IE-BE

AMSEL-IE-DE-D

CF:

AMSEL-IE-CO

AMSEL-IE-XO

APPENDIX A

CRITICAL SKILL REVIEW PROCESS 

The following figure illustrates the critical skill review process discussed in paragraph 7.  Table 1 in paragraph 7d supports the figure with step-by-step procedures and work hours involved to accomplish this process. 
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APPENDIX B

RECOMMENDED WORDING

FOR

REQUEST FOR PROPOSAL 

This guidance is provided for implementation of the U.S. Army architectural criteria in all USAISEC information system acquisitions:


a.
Minimum required wording in the System Requirements/System Specification section of all U.S. Army contract actions is:

“The system design approach shall comply with the applicable portions of the Joint Technical Architecture - Army.  Any proposed technical designs that deviate from the standards and practices delineated in the Joint Technical Architecture - Army, either during the evaluation and/or subsequent execution of this contract, shall be approved by the Army Digitization Office (ADO) before implementation.  The Joint Technical Architecture - Army document is on the World Wide Web at URL:   http://arch-odisc4.army.mil/”


b.
The following wording will be in Section L - Proposal Submission:

· System Design Section - Technical Volume“The offer shall provide a written discussion of the extent to which his proposal complies with the applicable sections of the Joint Technical Architecture - Army.”

· Software Development/Design Section - Technical Volume

“The offer shall describe how the proposed software design approach and software development environment are compliant with the applicable portions of the Joint Technical Architecture - Army.”


c.
The following wording will be in Section M - Evaluation Approach:

“The use of Understanding of Requirements and Completeness as elements of the Technical Evaluation Approach will ensure that compliance with the Joint Technical Architecture - Army as required in the system requirements section is evaluated as a critical element.”

APPENDIX C

INTEROPERABILITY/PERFORMANCE/SUSTAINMENT DEMONSTRATIONS FOR TECHNICAL INTEGRATION AND SYNCHRONIZATION COMPLIANCE

C-1.0
Purpose  

The TIC and TSEEF provide facilities and systems support for demonstrations of USAISEC-engineered systems.  The demonstrations permit the LE to validate the system design before developmental testing.

C-2.0
Scope

The requirement to demonstrate functionality, integration, and standards/architectural compliance applies to all USAISEC-engineered systems unless waived by the LE's Director.

C-3.0
Objectives

The system demonstration serves as a proof-of-concept tool for the LE to assist in validating system design, performance and interoperability.  The objectives of system demonstrations are to demonstrate:


a.
Adequate system performance in an operational or simulated operational environment,


b.
Appropriate end-to-end system interoperability,


c.
Appropriate horizontal system integration with like systems, and to


d.
Validate technological soundness of the system design plan.

C-4.0
Procedures


a.
The USAISEC LE will develop a demonstration plan to support the goals of USAISEC Policy Memorandum 02-2 (reference 2g).


b.
While developing the demonstration plan, the LE will coordinate with the TIC and/or TSEEF to determine what facilities are available to support the system demonstration.  The following topics are of particular concern during the coordination process:


(1)
Schedule.  The LE will schedule the laboratory facilities at least 30 days in advance.  The advance notice is necessary to mitigate schedule conflicts and to allow the minor tailoring of internal systems to support the system demonstration.


(2)
Resources.


(a)
The LE will:

· Develop a demonstration plan that identifies the resources required from the test facility to support the demonstration.  These resources may include infrastructure systems, external connectivity, traffic loading, or simulation.

· Provide or arrange for any resources not available at the test facilities (this includes the system for demonstration and any other systems requiring interoperation).

· Ensure required data collection or any required monitoring or witnessing of the demonstration.


(b)
The TIC and/or TSEEF will support the demonstration process by providing a facility to host the demonstration, equipment, and systems connectivity. Support is dependent upon the available infrastructure, traffic loading, or simulation based on assets, connectivity, and technical assistance in the development of the demonstration plan.  The test facility may also assist the LE in reviewing the system design plan to determine what demonstration elements are required and which of those elements can be supported with existing resources. 

C-5.0
Technical Points of Contact 


a.
TIC POC for all initial coordination actions is the Technology Management Group, 533-2834, demo@hqisec.army.mil.         


b.
TSEEF POC is Mr. Roy Gustavson, TSD Senior Engineer, 538-3013,  gustavsonr@hqisec.army.mil. 
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Figure A-1.  Critical Skill Review Process
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